
Coronavirus Robocalls 
Did you know that fraudsters have placed an estimated one 
million or more suspected suspicious calls about 
coronavirus to Americans' smartphones, according to 
YouMail, which offers an app that blocks such unwanted 
telecom intrusions. The robocalls at times even have pitched 
fraudulent testing services, a dangerous sort of deception at 
a moment when patients are struggling to obtain diagnoses 
nationwide. 
  
AARP has received reports of a range of scams, including 
people receiving text messages falsely claiming to be from 
the U. S. Department of Health and Human Services asking 
them to click a link to take a "coronavirus preparedness test" 
that instead downloads malware onto their devices. 
  
Authorities are being flooded with complaints as scammers 
try to cash in on the nation's panic over the coronavirus by 
peddling fake cures, soliciting donations to phony charities 
and selling needed items like masks, hand sanitizer and toilet 
paper at jacked-up prices. 
  
One such message began by asking if the person on the 
other end of the line is a diabetic using insulin.  "We can 
qualify you to get a free diabetic monitor and a 
complimentary testing kit for coronavirus." a female voice 
begins (Note:  female scammers are more likely to be 
believed) urging people to press two on their phones to learn 
more. 
  
There is currently no such take home test for coronavirus.  
Still, these and other scams have intensified in recent days 
as the outbreak has worsened in the United States, 
threatening to swindle and harm Americans at their most 
vulnerable--including the elderly, who might be most at risk 



of developing severe illnesses. Similar scams have targeted 
Americans over text messages and on major social media 
sites, pitching fake cures, fraudulent respiratory masks and a 
host of other suspicious products and claims. 
  
One suspicious set of calls appeared to impersonate the 
company 3M, which makes masks that can help prevent the 
spread of coronavirus.  A Los Angeles number associated 
with the effort has placed 20,000 calls pitching "coronavirus 
safety and medical equipment," according to Transaction 
Network Services, a Reston, Virginia-based company that 
assists wireless carriers and tracks robocall operations on 
their networks. 
  
Other robocalls specifically seem to prey on Americans at a 
time when obtaining tests across the country has been 
difficult.  "Thank you for calling coronavirus hotline," began 
one such call registered earlier this month by Nomorobo, 
another smartphone call-blocking app. The male speaker 
then asks, "Will the free at-home test be just for you or for 
you and your spouse?" 

The Philadelphia Inquirer recently reported on virus scams. 
No, chewing garlic pills or drinking colloidal silver won't help 
you stave off the coronavirus. Legitimate doctors won't send 
emails in broken English claiming to have treated your sick 
relatives and demanding thousands of dollars in return.  And 
no one should be charging as much as $10 for a roll of toilet 
paper. 
  
There is a collective wave of national anxiety and a litany of 
price-gougers, snake-oil salesmen, email phishers and 
scammers are emerging just as quickly to exploit it. 
  



"The idea is to play on fear." said Michael Levy a law 
professor at Penn. "When we're afraid, we don't think with 
the front part of our brain, and getting people to operate on 
fear is how they operate." 
  
That's made some people more susceptible to scams shilling 
urgent emails with dodgy links to malware-infected apps.  
Scammers are even selling special toothpastes online that 
they claim can curb the virus' spread.  
  
Use common sense. It offers the best immunity to common 
frauds.  Do not open emails offering information, supplies, or 
treatment in exchange for personal information.  Don't click 
on links from unknown senders. Make sure your anti-
malware and antivirus software is up to date. 
  
Remember. If there is a medical breakthrough, you won't 
hear about it for the first time through an email, online ad, or 
unsolicited sales pitch.   
 
Facebook and other large social media platforms try hard to 
create a digital space that you'd want to hang out in: 
pleasant, attractive and safe for you, friends, family and like-
minded acquaintances to gather and share. This makes them 
a ripe hunting ground for digital crooks.  
  
On Facebook friending an account from a scammer allows 
the crook to have access to your profile and make a cloned 
account. Scammers also can clone an account from 
someone you are already friends with and send you another 
friend request, hoping you will automatically accept, giving 
them access to your personal information. Do not accept 
friend requests from people you do not know personally. And 
if you're already friends, don't accept a second request. 
  



Other Facebook scams: A 58-year-old man from Georgia paid 
$1,500 for safe delivery of a puppy he saw advertised on 
Facebook.  The seller had him buy gift cards and read the 
numbers over the phone. No dog ever arrived.   
  

Words With Friends: We often hear about romance scams on 
this popular digital game. After playing a couple of rounds 
with a stranger, you might be told, "Wow, you are really 
smart. I'd like to meet you." Then you'll get a pitch: "My 
daughter needs an operation. Can you help?" It's best to play 
games with only the people you know. If you do play with 
strangers, never disclose any personal information. 
  
Scammers are always seeking quick, hard-to-trace ways to 
take money from their victims.  It's easier than initiating a 
wire transfer, because the cards are easily purchased and 
the numbers can be sent instantly by phone or text message 
to a swindler who might otherwise have to wait for a large 
bank transaction to clear say law-enforcement officials. 
  
One senior, Holly Kay, in which a swindler told her she was 
helping catch a hacker who had compromised her home 
computer, bought eight $1,000 Macy's gift cards at a 
California mall.  At the swindler's direction, she also spent 
$19,000 in one hour on gift cards at a Nordstrom store.  The 
scammer remained on the phone with her for most of the 
transactions and at times had remote control of her 
computer, coaching her on how to answer cashier questions 
about why she was buying the gift cards. 
  
Gift cards sold by large retailers are increasingly used by 
scammers in all types of fraud, including robocallers 
impersonating government officials.  In all, Ms. Kay 



purchased $119,000 in gift cards at the direction of 
scammers. 
  
Don't be a victim of con artists.  Let all unknown phone calls 
go to voicemail.  Remember, your friends and legitimate 
callers will leave a message. Scammers will not leave a 
voicemail. 

There were over 100 thousand new potentially phony Web 
domains registered with words including “covid,” “virus” 
and “corona” in their names in just the past few weeks. And 
that doesn’t count phony sites that claim to sell protective 
gear such as masks and hand sanitizer. There was a 350 
percent spike over three months in phony websites related to 
the virus and designed to separate people from their money 
or personal information.  
 

Have you learned how to use Zoom yet? Perhaps your son or 

daughter suggested that the family all meet at 3 O’clock 

tomorrow afternoon to chat. 

As coronavirus continues disrupting daily life, more people 
are turning to video conferencing services like Zoom to 
socialize while maintaining physical distance. With a rapidly 
expanding base of new and inexperienced users, Zoom is 
fast becoming a popular target for hackers and phishing 
expeditions. As a result, users should know the common 
signs of scams and learn to take advantage of the 
platform's built-in security features. 

Zoom's popularity may be reaching new heights, but the 
service has been around since 2011.  Zoom has overtaken 
even Skype for video conferencing with friends and family.  
Popular as it is, Zoom can still leave users vulnerable to 
exploitation. 
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Over 1,700 new domains featuring "Zoom" have been opened 
since the start of 2020, with over a quarter of those popping 
up since the pandemic began impacting the United States. 
Many of these new domains have been found to contain 
suspicious characteristics, suggesting they could be used to 
lure unsuspecting users into a scam. In addition, malicious 
files with "Zoom" prominently featured in their name are 
proliferating, which could lead users to think they're 
installing Zoom's official software instead of malware. Some 
of these files can allow for remote installation of other  
unwanted applications. 

There are simple ways to try and stay safe while using  
Zoom, and many of the easiest methods are general safety 
tips that ought to be observed for all online activity. Don't 
click on any links to meetings provided in the body of an 
email, to avoid being unwittingly redirected to a scam site - 
enter the URL manually, along with the password (if one is 
provided), and be sure to keep Zoom (and any antivirus 
software) up to date. 

Within Zoom itself, there are multiple steps that can be taken 
to help secure a meeting with friends or family. Make sure 
you set and use a password - hackers have been known to 
guess the numbers used for Zoom's chat rooms and, without 
a password, can waltz right in. If you are the meeting's host, 
consider setting Zoom's host controls so only you can 
share images and screens with others - without host controls 
in place, anyone in a meeting can share any image they want, 
including ones they shouldn't. Meetings can be password-
protected and locked so that, after a set time, no new users 
can join.  There's even a waiting room feature, which allows 
the host to make sure everyone signed in to attend a meeting 
ought to be there. 



Crashing Zoom meetings has become so common that it has 
developed its own name - Zoombombing. With coronavirus 
still on the rise in many locations and physical distancing 
orders upending life for the foreseeable future,  Zoom will no 
doubt continue to see heavy use. Learning how to safely 
utilize Zoom in the coronavirus era could save time, 
headaches, and embarrassment in the future. 
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